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  Summary 
 

 At the Committee meeting held on 7 November 2017, the Head of Audit and Risk 
Management advised that he would provide an update on the external review of the 
City Corporation‟s corporate risk management arrangements. 
 
The purpose of this report is to outline the key findings of the external and independent 
review of the City Corporation‟s risk management arrangements which was carried out 
in the summer of 2016 and reported to the Summit Group and the Audit and Risk 
Management Committee in late 2016.  
 
In addition, at the request of the Chairman of the Committee, included in para 4 is the 
current corporate risks. 
     

 The Chamberlain commissioned an external risk consultancy, Gallagher Bassett 
International, in early summer 2016, to assess the strengths and weaknesses of the 
current formal arrangements for risk management within the City Corporation as well 
as identifying opportunities for improvement. The Health Check is based upon the best 
practice advice and guidelines presented by the Alarm1/CIPFA 2016 Risk Management 
Benchmarking Scheme.  
  

 Work on the review started in late July 2016 and the field work was completed in 
September 2016. The Gallagher Bassett International risk consultant reviewed existing 
risk management documentation, interviewed a total of 32 members, chief officers and 
senior managers as well as conducting an online survey with 136 senior staff, eliciting 
a respectable response rate of 48.5%.  
 

 The report‟s key finding was that systems and processes that support the risk 
management framework have significantly improved over the last two years and 
suggested six areas that should be considered for improvement. Thirteen 
recommendations have been made to address these improvement areas.  
 
 
 

                                                           
1
 Alarm – the National Public Services Risk Management Association  
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 The Health Check report endorsed the risk maturity assessment of the City 
Corporation as a strong “Working” (Level 3 out of 5) based upon the National 
Performance Model for Risk Management in the Public Services (used by 
CIPFA/Alarm for benchmarking purposes). It should be noted that the City Corporation 
was on the cusp of achieving the next level (4) of “Embedded and integrated”.  
 

 Since November 2017, there has been action of most of the recommendations made in 
the report. These principally include the development and implementation of a 
programme of training for senior managers, managers and staff, the development of a 
clearly articulated risk appetite statement/framework for the City Corporation, the 
establishment of a risk specialist group, highlighting that officer PDF appraisals should 
consider applying the core competencies as they relate to risk management, working 
with City procurement to improve their risk management approach and use of the 
corporate risk system (Pentana Performance – formerly known as Covalent). 
 
  

 Recommendations 
 

The Committee are asked to note the report. 
 

 
1.0 Background 
1.1 Formal co-ordinated risk management began in the City Corporation in late 2010/early 

2011 when officer structures were created including the establishment of a Strategic 
Risk Management Group, a set of corporate risks identified and risk updates reported 
to the Audit and Risk Management Committee. A Corporate Risk and Assurance 
Manager (post title is now Corporate Risk Advisor) was appointed at this time and 
based within the Internal Audit and Risk Management team. At the outset it was 
agreed that the formal arrangements would be reviewed after a two to three-year 
period of operation. 
 

1.2 In summer 2013, the City Corporation commissioned Zurich Municipal to undertake a 
review of its strategic risk management arrangements. The report highlighted the 
progress that had been made since 2011 but also made a number of detailed 
recommendations; particularly in relation to the risk management framework e.g. risk 
scoring as well as providing more risk information to the Audit and Risk Management 
Committee. Specifically, the review led to a new City Corporation Risk Management 
Strategy, approved by the Audit and Risk Management Committee in May 2014. 
 

1.3 Since 2014, there have been improvements to the corporate and departmental risk 
management arrangements. These include: 
 

 The introduction and use of the Covalent (now called Pentana Performance) 
risk management information system providing a consistent means of reporting 
risk information to senior management and Grand Committees. 

 

 The establishment of the Chief Officer Risk Management Group to support the 
Summit Group in its role of reviewing the corporate and top red departmental 
risks as well as providing additional assurance to the Audit and Risk 
Management Committee that these risks are being regularly reviewed. 
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 The reintroduction of the „deep dive‟ reviews of corporate risks by the Audit     
and Risk Management Committee as well as the continuation of the Chief 
Officer Informal Risk Challenge sessions. 

 

 Regular reporting of risk information to Grand Committees, departments and 
institutions (at least quarterly) 
 

 The delivery of risk training to departmental risk co-ordinators.  
 

 The provision of various risk tools published on the Col Net. 
 

 Business risk management training for staff and managers (below Grade G) – 
commenced September 2016.  

 
1.4 In the early summer 2016, the Chamberlain commissioned an external independent 

review of the corporate risk management arrangements (excluding the City of London 
Police). Its main aim was to assess the strengths and weaknesses of the current 
formal arrangements for risk management within the City Corporation as well as 
identifying opportunities for improvement. 
 

2.0 External Risk Management review – Risk Management Health Check 
2.1 Following consultation with the Audit and Risk Management Committee, the terms of 

reference of the review were agreed. Gallagher Basset International was then 
engaged to carry out this review and it took place between July and September 2016. 
The draft Health Check report was delivered in early October and has been subject to 
review /checking resulting in some minor amendment to the report. 
 

2.2 The aim of the Health Check as set out in the terms or reference was: 
 
“The risk management health check is not an audit, and as such, is intended to 
provide a more intuitive representation of stakeholders’ views than that usually offered 
within a more traditional audit process.  
 
It is a multi-level assessment of the degree of maturity and effectiveness of current 
risk management practices. It is designed to provide an invaluable third-party 
perspective on the perceived strengths and weaknesses of risk management practices 
within the organisation and identify opportunities for potential improvement. The health 
check is based upon the best practice advice and guidelines presented by the Alarm 
CIPFA 2016 Risk Management Benchmarking Scheme.” 
 

2.3 The review consisted of three mains stages: 
 

 A desktop assessment of existing risk management information/documents 
including the risk management strategy.   

 

 Stakeholder interviews of a total of 32 members, chief officers and senior 
managers (many of the senior managers having responsibility for budgets in 
excess of £10m).   
 

 

 An on-line survey for the top 136 managers and other officers involved in the 
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risk management process (48.5% response rate). 
 

 Key Findings 
2.4 The headline outcome of the report was that systems and processes that support the 

risk management framework had significantly improved over the last two years, 
however, there is recognition that there is more work to be done to embed risk 
management within the City Corporation.  
 

2.5 The report recognises that the City Corporation has been on a journey over the last 
few years - “Tangible progress has been made towards the establishment of a fully 
proactive and optimised risk management approach…..” and that the “essential 
building blocks needed to maximise the risk management potential of the organisation 
are now in place.” 
 

2.6 The Health Check report endorsed the risk maturity assessment of the City 
Corporation as a strong “Working”, based upon the National Performance Model for 
Risk Management in the Public Services (used by Cipfa/Alarm for benchmarking 
purposes). This is a self-assessment tool which focuses on six strands of risk 
management activity: leadership and management; strategy and policy; people; 
partnership, shared risks and resources; processes and tools; and risk handling and 
assurance. On a five-level scale, the City Corporation achieved a very creditable 
rating of ‘working’ (3), and was on the cusp of gaining an improved rating of 
‘embedded and integrated’ (4). „Driving‟ (5) remains the highest rating available. 
  

2.7 To put this assessment into context, Alarm published a report 2in 2015 which reviewed 
the results from the Alarm/CIPFA benchmarking club (consisting of mostly local 
authorities) since its inception in 2010. The following extract is taken from this report.  
“There remain a very small number of organisations with immature risk management 
(RM) but the broader pattern is that in the majority of organisations RM is ‘working’ or 
at the higher score of ‘embedded and integrating’. This is an improved position to that 
identified in the 2010 survey.” 
 

 Opportunities for potential improvement  
2.9 The report identified six areas that the City Corporation should consider for potential 

improvement:  

 Developing clarity of understanding of the organisation‟s risk appetite.  

 Embedding risk management into the organisation‟s cultural dynamic.  

 Establishing an organisation-wide risk management competency framework.  

 Addressing the „silo orientation‟ which exists in a number of areas.  

 Celebrating risk management successes, and learning lessons from failures.  

 Addressing a culture of blame which may be present in certain areas.  
 

2.10 A total of 13 recommendations were made in the report and aimed at addressing 
these areas, two of which are more longer term. These recommendations included – 
the development of a risk appetite statement and approach, revision of the 
corporation‟s risk management strategy, use of risk management within business 
planning, development of a training programme for senior managers, managers and 
staff, highlighting that the management of risk is included on the performance and 
development framework and working with City Procurement in the development of a 
risk approach for contracts and partnerships.   

                                                           
2 (Source: The risk success story: improving performance in risk management Published by Alarm and Cipfa. 2015) 
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3.0 Progress  

 
3.1 a) The following is a brief summary of the actions taken so far in response to 

these recommendations: 
 

b) Risk management training for senior managers. The delivery of risk 
management training to over 100 senior managers in 2017. Within this training 
senior managers are made aware of the core competencies with the PDF as 
they relate to risk management. In addition, there have been specific risk 
management briefings/training for senior managers within a number of 
departments and these can be arranged on request to the corporate risk 
advisor. 
 

c) Business risk management training for managers and staff. The 
continuation of the business risk management programme for staff and 
managers. There has also been some custom risk training for managers and 
staff. 
 

d) Risk appetite. The development of a risk appetite approach (the amount of risk 
an organisation is willing to take in pursuit of its objectives) for managing risks. 
This was conducted by Zurich Municipal and involved a detailed survey of the 
City Corporation‟s top 130 managers as well as Chairman of Grand 
Committees and members of the Audit and Risk Management Committee. The 
final report is being present to Summit Group on 24 January 2018. Chief 
officers will then be asked to assess their risks against the risk appetite levels 
and determine if further risk mitigations will be required. 
 

e) Risk management approach development – City Procurement. City 
Procurement is in the process of improving its contract management 
arrangements. The Corporate Risk advisor is working with the Director of City 
Procurement to include a risk management approach in their processes and 
procedures as well as helping them to use the Pentana Performance system for 
not only risk management but also as a contact management performance 
system. This is expected to take place summer/autumn 2018.   
 

f) The establishment of a risk specialist group. This group includes risk 
specialisms such as H&S, insurance, emergency and business continuity 
planning, internal audit, IT, Anti-Fraud and its purpose is to share information 
on work being done and to identify opportunities for working together.  

 
4.0 Corporate Risk Register 

 
4.1 The Chairman of the Committee requested that the list of current corporate risks be 

included in this report. Please see below the list of the current corporate risks which 
were reported to the Audit and Risk Management Committee on 26 January 2016. In 
addition, the Committee also confirmed that a new risk CR25 General Data Protection 
Regulations should be added to the register: 
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Risk no Risk title Risk 
rating 

Current 
Risk 
score 

Risk 
score 
change – 
Jan 2018  

CR24 Operational Security Red 24   

CR16 Information Security Red 16  

CR21 Air Quality Red 16  

CR22 Barbican fire safety risk Red 16  

CR02 Loss of Business Support for the 
City 

Red 16  

CR25 GDPR project risk Red 16  

CR19 IT Service Provision  Amber 12  
 

CR09 Health and Safety Risk Amber 12  

CR01 Resilience Risk Amber 12  

CR20 Road Safety Amber  12  

CR23 Police Funding Amber 12  

CR10 Adverse Political Developments Amber 8  

CR17 Safeguarding Amber 8  

     

5.0 Conclusion 
 

5.1 The Risk Management Health Check report paints a picture of the City Corporation‟s 
risk management systems and maturity as being regarded as a strong “Working” 
assessed against the National Risk Management Performance Model for Public 
Services (used by CIPFA/Alarm for benchmarking purposes). Progress has been 
made on most of the recommendations in the external review although some are still 
on going. 

 
 
 
 
Contact: Paul.Dudley | Paul.Dudley@cityoflondon.gov.uk | 02073321297 


